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An ambitious company
for ambitious people.

Juniper is changing what's possible in networking. We're going beyond
building the networks customers expect—we're building the networks
customers deserve. And the world is taking note. But to continue to

excel, we have work to do. Change in our industry is accelerating

power connections and empower change, we need radical thinkers,
eternal optimists, and energized personalities. We need people like you.

The Junos Core Kernel team is looking for an ambitious Software
Engineer with experience and passion for Kernel/Operating
System technologies Successful candidates will support and
enhance the FreeBSD operating system. The team is responsible
for designing networking/driver domains of our products.

https://juni.pr/FreeBSDEngineering
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LETTER

from the Foundation

FreeBSD/arm64 is Now Tier 1

Arm’s 64-bit architecture, AArch64, is now Tier 1 status in
FreeBSD 13. Following from the 32-bit FreeBSD/arm we
use the name “arm64.”

Tier 1 means that the FreeBSD release engineering
team will build and publish official releases for this archi-
tecture, in addition to the existing amdé4 and 1386. The
security team supports the architecture with binary and
source updates for vulnerabilities and errata updates. A full
set of binary packages is available from the package team.

Arm publicly disclosed the details of the AArch64 ar-
chitecture in October 2011, and Andrew Turner soon took
an interest in a FreeBSD port. The FreeBSD Foundation
began supporting the arm64 porting effort in 2014, with
funding from Arm and Cavium. Collaborating with An-
drew and Semihalf, Cavium'’s ThunderX processor was
brought up as the first reference platform for FreeBSD/
arm64. The Foundation contributed work on release engi-
neering, tool chain support, and other areas.

Support continued improving over the years, but it
took a confluence of factors to allow for the promotion
to Tier 1.

Early on Hardware availability was limited, especial-
ly for server class machines. Today Ampere Computing
eMAG and Altra CPUs, Arm’s Neoverse N1 core, and
AWS Graviton instances are well-supported. The Foun-
dation purchased eMAG servers to build official package
sets. Ampere Computing then donated additional servers.
This allowed the project to support multiple simultaneous
FreeBSD src and ports tree branches.

The tool chain was an early limiting factor. FreeBSD
still used an older version of the GNU linker which did not
support armé4, requiring awkward workarounds to use
an out-of-tree linker. With Foundation sponsorship, the
project migrated to using LLVM's LLD linker for all sup-
ported architectures in FreeBSD 13.

Thanks to tireless contributions from FreeBSD ports
volunteers we were able to iterate on armé4 build fail-
ures; over 30,000 packages are now available.

In April 2021 on behalf of the core team | announced
that FreeBSD/arm64 would be Tier 1 in FreeBSD 13.

| hope you enjoy the arm64 articles in this issue, and
give FreeBSD/arm64 a try!

Ed Maste
Senior Director of Technology
FreeBSD Journal Editorial Board
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Originally used in the GNU Linux/x86 desktop environment, the simulation system had to be
adapted to a parallel environment, possibly without too much programming effort. The cen-
tral part of the system is a custom simulator software written in C++. The simulator accepts a
recorded packet trace (PCAP stream) and produces a network flow database. The stream may
come from a file or from another program (the mixer) which combines many packet streams
together. The flow database is a custom binary format, which resembles the memory organiza-
tion of a C table of structures. This format is both easy to serialize in C/C++ (by frwrite()) as
well as easy to parse by Numpy (by fromfile()).

Test generator
Python

Pcap Files Makefile —»{ GNU Make
v
Pcap Mixer Simulator Flow Database
Legend Err ’ ™ custom format
v
Standard tools Statistical pipeline
Pandas+SciPy
Custom software v
Graphs & tables \
Artifacts

Fig2. The custom Data-Scientific pipeline executed on FreeBSD.

The next phase is controlled by statistical software in Jupyter Notebook. Each experiment
produces millions of records occupying gigabytes of RAM, which mandates the use of an
iIn-memory database for analytics in the form of Pandas DataFrame objects. The whole pipeline
s described as a set of GNU Make job definitions.
The porting process from GNU/Linux to FreeBSD-12.2 was relatively simple. The C++ code
base used mostly I/0 system calls, which are part of the POSIX standard. Porting from GCC to
Clang revealed a few issues about the code base itself, lending credibility to the common wis-
dom that using more than one compiler improves the code quality. The only functional issue
was the usage of a hash function from the stan- R AR R R R R
dard C++ library. The exact algorithm is implemen-

tation-dependent, so in order to keep the results re- :
producible, the hashing function source code must The porting process from

be provided. There were few performance issues : :

with the C++ iostream library on FreeBSD. Granted, GNU/Linux to FreeBSD-12.2

using text-based /O was a design mistake in the first . Was relatively simple

place, so the porting effort only amplified that inher- . '

ent weakness. In summary, the porting of the C++ -

code proved to be the least concern and making It 3 R R R R T I I I I I R AR A S PP
multi-platform software improved the overall quality of the simulator.

Surprisingly, using the popular Python frameworks posed a bigger challenge than porting
the C++ code. Popular scientific packages have many dependencies and usually are kept out-
side of a standard OS-specific Python stack. The essential challenge is to match the right ver-
sion of Python, Numpy, SciPy, Pandas, Scikit-learn, and dozens of dependencies. In GNU/Linux
the most popular way to resolve this conundrum is to use the binary Anaconda distribution.

To my disappointment, the Anaconda dev team does not express any interest in supporting
FreeBSD. The only alternative (apart from compiling everything from scratch) was to use Python
Virtualenv. The fun started right away, when some of the packages were expecting GCC and
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ACPI Support for
Embecdlded Controllers

BY MARCIN WOIJTAS

ARMG64 is a single architecture that is used in an extremely wide range of products — it can be
found in the smallest embedded devices, but also in mobile devices, enterprise units and even
server-grade solutions. The support for the latter imposes certain standards, e.g., the way of
booting, interactions with firmware or a platform description. It turnes out this model also fits
non-server devices. Let’s see how they are supported in FreeBSD, with a focus on handling the
embedded controllers in the ACPI world.

Dealing With the Problematic Legacy

When introduced almost a decade ago, the 64-bit variant of ARM directly inherited the eco-
system from its 32-bit predecessor, which had been reigning in the embedded market. Howev-
er, the usual need of maintaining a fully customized board support package for each platform
was a real burden for development of the new archi-
tecture. To some extent, the device tree (DT) adoption
allowed for better portability and using a single kernel

image for various devices, but it did not suffice to solve  \When introduced almost a
the problem entirely. This kind of description is very

flexible, which was, unfortunately, often abused by ven- decade ago, the 64-bit variant
dors and resulted in inconsistent bindings over the time. : : :
Even today, it is not uncommon that the device tree of ARM dlfeCﬂy inherited
blob for U-Boot differs from the one used for booting :
the OS (they describe the same hardware!), and of- the ecosyStem from its
ten .also lacks .backward compatibility. W't.h such con- 32-bit predecessor.
straints, reaching a long-term goal of a wide software
ecosystem and multi-OS support would be problematic.

However, the solution was out there and existed for
years. The interfaces used in the x86 world were adopted and extended for ARM64, namely
the boot process, EFI, SMBIOS and ACPI. With the server-grade devices that comply with the
standards and use proper firmware, it is now possible to install FreeBSD and other OSs or hy-
pervisors out of the box, simply by using installer images. What about smaller, embedded plat-
forms? Fortunately they can also leverage the rich ecosystem the same way. There are condi-
tions though — the hardware must not deviate from the standards (at least not too much) and
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&ap_sdhciO {
compatible = "marvell,armada-cpl10-sdhci";
reg = <0x780000 0x300>;
interrupts = <27 IRQ_TYPE_LEVEL_HIGH>;
clock—names = "core", "axi";
clocks = <&CP11X LABEL(clk) 1 4>, <&CP11X LABEL(clk) 1 18>;
dma-coherent;
bus-width = <8>;
/ *
* Not stable in HS modes - phy needs "more calibration', so add
* the "slow-mode" and disable SDR104, SDR50 and DDR50 modes.
*/
marvell,xenon-phy-slow-mode;
no-1-8-v;
no-sd;
no-sdio;
non-removable;
status = "okay";
vgmmc-supply = <&v_vddo_h>;
s

Listing 2. Marvell Xenon SD/MMC controller in Device Tree

Device (MMCO)

{
Name (_HID, "MRVLOOO2") // _HID: Hardware ID
Name ( _UID, 0x00) // _UID: Unique ID
Name (_CCA, 0x01) // _CCA: Cache Coherency Attribute
Method (_STA) // _STA: Device status
{
Return (OxF)
+
Name (_CRS, ResourceTemplate () // _CRS: Current Resource Settings
{
Memory32Fixed (ReadWrite,
0xFO6E0000, // Address Base (MMIO)
0x00000300, // Address Length
)
Interrupt (ResourceConsumer, Level, ActiveHigh, Exclusive, ,, )
{
48
+
})

Name (_DSD, Package () {
ToUUID("daffd814-6eba-4d8c-8a91-bc9bbf4aa301"),
Package () {
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Package () { "clock-frequency", 400000000 },
Package () { "bus-width", 8 },

Package () { "marvell,xenon-phy-slow-mode", 0x1 },
Package () { "no-1-8-v", 0x1 },

Package () { "no-sd", Ox1 },

Package () { "no-sdio", Ox1 },

Package () { "non-removable", Ox1 },

1)

by
Listing 3. Marvell Xenon SD/MMC controller in ACPI

Listings 2. and 3. show example DT and ACPI nodes of the same controller instance, in order
to demonstrate the similarities of both descriptions. Thanks to the new FreeBSD kernel meth-
ods, the controller can successfully operate in all firmware configurations.

Conclusion

With the recent additions to the FreeBSD kernel, the contemporary ARM64 SoCs used in
the embedded products can be supported with a similar set of features both with ACPI and
the Device Tree. The hierarchical representation of custom controllers turned out to be flexi-
ble enough for most kinds of devices and subsystems also in the ACPI case. There are exam-
ples that confirm it is possible even with more sophisticated network controllers and the ge-
neric MDIO layer. Now there are no limits for FreeBSD to follow this path, especially that the
bus architecture allows doing it in a clean and elegant way, as demonstrated in the SD/MMC
example.

MARCIN WOIJTAS is Head of Engineering at Semihalf and also a FreeBSD src commiter
(Mw@). He is passionate about embedded software and hardware, and contributor to a num-
ber of open source projects, including Linux kernel, Tianocore EDK2 and TF-A.
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with your article ideas.
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L[l7{%3 L umina Desktop Calls for Developers

iInclude showing break downs of disk usage for file hierarchies and better thumbnail caching
that understands network drives.

Lumina 2.0 Window Manager
The 2.0 version of the Lumina Window Manager doesn’t need grand new features, instead it
needs to be updated and enhanced to the state where it can replace the current Fluxbox Win-
dow Manager which is the basis of Lumina.
First the Lumina Window Manager needs to
be developed to feature parity with Fluxbox, then
the next step is to add in some features obviously
missing from Fluxbox such as the ability to resize a
window from any corner and modern features like
snapping to screen corners.
Advanced features like Wayland compatibility
can come later, but first the Lumina project needs
a usable window manager.

How to Contribute

Lumina is uses QT as its basis for its windowing

toolkit. To be able to help you will need to know

(or want to learn), C++ and the QT interfaces. The

improvements to the file manager and the build

system will also require knowledge or a willingness to learn a lot of intricate details about zfs
and cmake respectively.

Both Lumina and its web site are on github [github.com/lumina-desktop/lumina], the project
welcomes contributions there in the form of pull requests for bug fixes and new features and
Issues to report bugs or to make feature requests.

Lumina is an important part of the BSD eco system, if you have time to contribute in any
form, then the Lumina project will be happy to hear from you.

TOM JONES wants FreeBSD-based projects to get the attention they deserve. He lives in the
North East of Scotland and offers FreeBSD consulting.
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PRACTICAL
PORTS

OW . .
an Apple 11me Machine

BY BENEDICT REUSCHLING

pple’s time machine has been around for a number of years to back up Macs over
the network. It is a simple solution to set up and runs in the background without
bothering the user too much. Users can retrieve their files from previous versions
of their file system or even restore their whole computer to a new one to continue
where they left off.

Apple initially offered separate hardware called time
capsules for this task, but in recent years focused more
on backing up to their paid iCloud solution.

Some users may not want to trust their file system
contents to some other computer out there beyond their ~ FreeBS[D system to act
reach and control. Luckily, setting up a FreeBSD system .
to act as a time capsule on the local network is still sup- @S a time ca psule
E;Steigh.ln this article, we'll walk you through such a Dt L DTN, RO RORE

A time capsule is basically a service listening on in-
coming connections from the time machine protocol and
then stores the data submitted (the latest backup del-
ta) on the local file system. Fans of OpenZFS trust that
the built-in data integrity features keep their data intact, which is why we're combining time
machine with OpenZFS here. As we are trusting our most valuable files from the Mac to our
FreeBSD system, we want to ensure that we can retrieve it again one fateful day when we des-
perately need it back.

Another consideration is noise and power use. Since this local time capsule system is sup-
posed to be running 24/7 for backing up and retrieving the files, we don't want a noisy solu-
tion that also draws a lot of power. Surely, one could limit the service to only run during the
hours when we are actually awake and use our Macs. Some people keep a separate time
machine at work for redundancy reasons, so that could be limited to the typical 9 to 5 work
hours. Nevertheless, we don't want to increase our energy bill too much. By the same token,
running a time machine at home or in the office under our desks with noisy fans will disturb
colleagues and family members alike. The solution to both problems is to use an ARM embed-
ded board for the task. Not only are they cheap (cost-wise), but also come in a small form fac

_uckily, setting up a

is still supportea
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tor which does not take up much space like a big server would. Pretty much all of them come
without fans and are practically noiseless when running. Since ARM focused their chip develop-
ment on energy efficiency, you'd be surprised how few Watts are needed to juice these boards.
Finally, you don’t need much computing horsepower to run a time machine server, as it most-
ly does 1/0. | should also mention the cost factor: buying a small ARM board plus some exter-
nal storage should still be cheaper than buying a time capsule from Apple. Maybe you'd like to
donate some of the money saved this way to a BSD Foundation of your choice to support the
continued development of the operating system?

| have run a time machine backup on a Raspberry Pi 3 with external storage connected to
it for a while without any issues. You can build this solution on any recent ARM board that
FreeBSD supports (i.e., boots and can install packages), it does not necessarily have to be a
Raspberry Pi. The required configuration is not too complicated and once it is running, you can
forget about it as it does not need constant attention. As long as you have some external stor-
age, you can start making backups to it from your Mac. The reason why you want to use an
external storage is that the flash on the boards is typically limited in capacity and may wear out
when constantly written to. You can start with a single external disk and later create a ZFS mir-
ror out of it when the next paycheck arrives. When the disk space gets low in your FreeBSD
time capsule, the time machine protocol automatically removes older backups to make space.
No intervention is necessary, it all runs on its own.

In this article, we assume that you have the board running with FreeBSD, connected to the
network and external storage. It should be powerful enough to run ZFS on it, as this is my pre-
ferred solution. It will run just fine with UFS, so use that if your board’s hardware is not strong
enough for ZFS. Create a ZFS pool as outlined in the FreeBSD handbook to get started. We'll
later create the necessary datasets on it as part of the setup.

First, we need to install two primary packages with dependencies that provide the time ma-
chine service:

# pkg install netatalk3 avahi-app

Avahi allows the discovery of the time machine service on the local network in an easy way.
The Apple file server protocol, Apple Talk in version three, is what time machine is built on. To-
gether, they will make the configured time capsule available on the network so that Macs can
find and automatically back up their data to it. The installation should not take too long, de-
pending on how powerful your ARM server is (or any kind of server you run this on). You can
also decide to run the service in a jail, dedicating a jailed dataset to it for the backups. I'll leave
that as an exercise for you to keep this article simple enough.

The backup files from the Mac should be stored for each individual user in their own direc-
tory. This way, we keep them separate from each other and allow other people to make back-
ups as well. Let's assume our ZFS pool is called backup (what's in a name?). The following com-
mand creates a new dataset to hold all users’ backups in their own directories:

# zfs create backup/timemachine
We also set some zfs options in case they are not set on the pool level already.
# zfs set atime=off backup/timemachine
# zfs set refquota=1T backup/timemachine
# zfs set refreservation=1T backup/timemachine
# zfs set compression=zstd backup/timemachine
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The first option disables the file system access time, which we don’t need to run time ma-
chine successfully. The refquota and reservation options ensure that only 1 TB of pool storage
will be allocated for the backups, but that they are guaranteed to be available no matter how
much space non-timemachine files on the pool take up. Adjust this to fit your pool size and
needs. Don't set this too low, though, or you won't be able to backup much from your Macs
and older backups get deleted more often. The final option activates compression on the data-
set. Be mindful of the compression algorithm set in the last option. Your ARM board may not
be able to provide that much CPU power for the compression, so change this to a different al-
gorithm or disable compression altogether. On my time machine, the compression ratio is low
(1.01x currently), but it may depend on the type of files you back up from the Mac and how
well they can be compressed.

Next, let’s create a group called timemachinists that are allowed to use the time machine
service. You don't want your noisy neighbor using your time machine for his backups, but may-
be allow a new colleague in your office to back up her Mac, too.

# pw grouadd timemachinists
# pw groumod timemachinists -m bcr

Check the result of this operation using pw groupshow timemachinists. I'm the only user
in that group at the moment. You can also pick a different group name as long as you refer-
ence it from the config file we'll show below. Each user should have their own dataset, so let's
create one for myself and set proper permissions:

# zfs create backup/timemachine/bcr

# chown bcr:timemachinists /backup/timemachine/bcr
# chmod 0700 /backup/timemachine/bcr

# chmod 0777 /backup/timemachine

| allow only myself access to the bcr dataset, only the other timemachinists group mem-
bers should be allowed to peak into my precious backups. Although the files are stored in a
database format and not as they are on my Mac, I'm not taking any chances. On the /back-
up/timemachine dataset, the permissions are wider open for the service to properly access it.
Now let’s see how we reference this group and the mount point from the time machine con-
figuration file. It is located in /usr/local/etc/afp.conf and contains the main time machine
settings. To get started, the following configuration changes should be made:

[Globall

afp listen = 10.20.30.40

uam list = uams_dhx.so,uams _dhx2.so
mimic model = TimeCapsule6,116
disconnect time = 1

unix charset = UTF8

cnid scheme = dbd

file perm = 0640

directory perm = 0750

hostname = "Time Machine"
hosts allow = "10.20.30.0/24"
zeroconf = yes

log file = /var/log/afp.log
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log level = default:info
vol preset = TimeMachine
vol dbpath = /var/mnetatalk/CNID/$u/$v/

[TimeMachine]
path = /backup/timemachine/$u
time machine = yes
valid users = @timemachinists
Here is what the options do, line by line, starting in the Global section. The”afp listen” line
defines the host name or IP address of the machine that the service runs on and listens for in-
coming connections. This is the address that users will configure in the time machine settings
on their Macs later. We chose 10.20.30.40 as an example here, adjust it to fit your own local
network.
The “uam list” refers to the user access methods al-
lowed. The ones we use here are the default ones that
allow Diffie-Hellman eXchange protocol (versions 1 and

2) encoded passwords. Other possible options allow Although the tiles are
guest access (undesirable for most people) and Kerberos di d b
V, which may be interesting in a corporate setting. stored In a datapbase

If you care about what icon is displayed on your con-

necting Macs, the “mimic model” option is for you. If format and not as they

you're feeling nostalgic, you can display a PowerBook are on my Mac, I'm not
(which predated time machine by some years) here. .
However, the Time Capsule option makes the most ta klﬂg any chances.

sense to use here.

A more useful option is the “disconnect time”. It may
happen that connections get interrupted, and the time
machine service keeps the session open, preventing further connection attempts with a “vol-
ume in use” error message. This option cleans up disconnected sessions after 1 hour. Adjust
this if you get this error often, but you should not encounter it much when using the setting
used here.

Specifying the server character set to the default UTF8 is done by the “unix charset” op-
tion. This should only be changed when you're certain that you need it, otherwise leave this
option alone.

A “cnid scheme” Is what is being used for the backend of the volume. This is the database
that keeps track of what files have been backed up, it and when they changed, and other ad-
ministrative information. You don't have to know much about this to run the time machine ser-
vice, keeping the default dbd is fine for most people.

Both the “file perm” and “directory perm” define with what kind of permissions the files
and directories from the connecting clients are stored, respectively. This could be more restric-
tive than the original permissions or less, but both cause more headaches than you have pain-
killers for, so leave the ones we suggested here.

The “hostname” parameter is the description of your time machine that the Mac users will
see when clicking on the time machine icon in their status bar when correctly configured. Pick-
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